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Styrelsen och verkstéllande direktéren for Halmstad Business Incubator AB avger foljande
arsredovisning for rakenskapséret 2021.

Arsredovisningen #r upprittad i svenska kronor, SEK. Om inte annat sirskilt anges, redovisas alla belopp
i tusentals kronor (Tkr). Uppgifter inom parentes avser féregaende ar.

Forvaltningsberattelse

Forvaltningsberittelse
Halmstad Business Incubator AB dgs till 100 % av Halmstads Rddhus AB. Foretaget har sitt séte i Halmstad.

Allmént om verksamheten
HighFive utvecklar entreprendrer, idéer och affarer till inkluderande innovativa tillvaxtforetag i en
kreativ miljé med anpassad kvalificerad afférsutveckling.

Visentliga hiindelser under rikenskapsiret

Hallbar tillvaxt ar vart langsiktiga mal. Vi slapper loss och stédjer entreprenors- och idékraften som finns
runtomkring i staden, kommunen och regionen. Vi hjélper talanger och entreprendrer né sin fulla
potential, studenter att vdxa in i det lokala néringslivet och regionens foretag att ga val rustade in i
framtiden, i takt med globalisering och samhéllets utveckling. Allt vi gor, gér vi med hallbarhet i tanke
och handling. Du kan kalla oss inkubator, framtidsarena, mdjliggorare, coach eller idéfacilitator. Vi
kallar oss HighFive. Har f6ljer en mix av insatser under 2021 som genomsyras av mod, nyfikenhet och
kunskap dér vi i olika ssmmanhang 4r den hallbara mojliggéraren och tillvéxtskaparen.

Halmstad som Al -nod

I vért AL.m projekt, som vi driver tillsammans med Hogskolan i Halmstad, har vi fortsatt vart arbete med
att fa de hallandska bolagen att paborja eller accelerera sitt arbete med att implementera Al for att bli mer
datadrivna och darigenom konkurrenskraftiga.

Nér mgjligheten kom ansokte vi om forléngning av AL m for att addera vért erbjudande till bolagen
genom att fokusera pa en enklare ”data mining process” dar studenter, med handledning av forskare pa
Hogskolan i Halmstad, pébdrjar ett analysarbete av bolagens datatillgangar. Data mining &r en metod
som anvands for att hitta meningsfulla moénster och viktig information i stora mangder data som
genereras i ett foretags verksamhet. Den nya processen grundar sig i lardomar fran de 20 bolag vi arbetat
samt de ca 50 bolag som vi pratat med om Al, dér en utmaning ar att bolagen inte har tillracklig
forstaelse for som gar att gora med den egna datan.

Ett gladjande besked kom pa sensommaren nér vi tillsammans med Hogskolans satsning pa
informationsdriven vard (Leap for Life) har beviljades medel for projektet ”Datadriven Innovation i
Halland” som vénder sig till sma och medelstora foretag i Vistsverige, med fokus i Halland. For oss
innebér det att vi fortsatt tillsammans med Hogskolan kan bygga vidare pa var Al-hub. Teamet inom
Al.m bestar fortsatt av ca 20 personer, dir merparten &r forskare inom artificiell intelligens och
servicedesign fran hogskolan men dven experter inom dataanalys, affarsutveckling och UX/UL

Som ett resultat av vart framgangsrika arbete med AL.m och var erfarenhet av att arbeta med SME-bolag,
har vi nu blir en uttalad vastsvensk nod for AI Sweden. Det nationella svenska centret for tillampad Al
vars uppdrag &r att paskynda anvindningen av Al till forman for vart samhélle, var konkurrenskraft och
for alla som bor i Sverige. Med detta knyter vi till oss ytterligare kompetens och ett fantastiskt natverk
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for vara hallandska bolag. I och med detta har vi under hosten rekryterat en AI Change Agent som under
de tva kommande aren kommer vara anstilld av Al Sweden men placerad hos oss pa HighFive och med
uppdraget att 6ka takten av Al-utveckling hos SME-bolag i vdstra Sverige.

Entreprenorskap en motor for hallbar tillvixt och utveckling

I vér tillvéxtinkubator har det antagits flera nya framtidsorienterade foretag. Bolag i var process har fatt
medel beviljade samt utokat deras team, vilket skapar forutsattningar for fortsatt héallbar tillvaxt. Vi har
upphandlat och on-boardat 14 nya afférsutvecklare vilket kommer ge véra bolag 6kad bredd av kunskap
och nétverk vilket ar avgorande i deras tillvaxtresa. Vi har utdkat vart erbjudande med tillgang till
juridisk rddgivning samt tillgéng till kunskap och nitverk inom investering

Genom var branschférening SISP (Swedish Incubators & Science Parks) har vi tillsammans med 37
partners, sokt och blivit beviljade av Vinnova att under 2022 n4 ut till startups och scaleups med sé
kallade innovationscheckar. Satsningen omfattar ssmmanlagt 40 miljoner kronor som skall férdelas per
region. En check kan anvéndas av ett foretag till att utvéirdera en tidig innovationsidé med hjélp av
extern expertkompetens.

Under véren och sommaren gick vart EU-projekt InnoQuater av stapeln. Ett samverkansprojekt med
Region Halland, Nordic Surfers och representanter fran 5 andra europeiska lander. Har &r syftet ar att
skapa testbdddar for att nya produkter och tjanster snabbare ska komma ut pa marknaden genom att i ett
tidigt skede interagera med sina kunder och testa sina produkter pé festival. Inom ramen for InnoQuarter
skapade vi under éret en ny testbddd” Halland Tech Test” ett nytt koncept dér vi tillsammans med ett
nétverk for Halmstads IT-bolag utvecklat en pilot i Halmstad, en tech-testbadd for utveckling av bolag
inom it-plattformar. Genom Halland Tech Test hjdlper vi bolag att genom anvéndar-, stress eller
sakerhetstester, testa sina digitala plattformar tillsammans med experter, studenter och anvéndare innan
de lanseras pa marknaden.

Vi har dven startat upp arbetet med Hormonrevolutionen, en innovationsinsats for att undersdka hur vi
kan skapa fler produkter, tjinster och andra innovationsstdd inom omradet Femtech. Hér har vi
sammanfort innovator, entreprenor, forskare och student som redan under de inledande métena gjort
denna satsning framtidsorienterad och hallandsinspirerad. Vi dlskar méten mellan ménniskor,
tillsammans skapar vi 16sningar for framtiden.

Under sommaren genomfdrdes Ung Drive genom ett samarbete mellan HighFive, Kulturférvaltningen,
Taktisk Grupp integration och Ung Drive Academy dér 20 ungdomar frén olika omraden i Halmstad fick
mdjligheten att véixa genom entreprenorskap.

Genom timbanken har vi varit i kontakt med 120 unika entreprendrer som fatt mojligheten att utveckla
sitt foretag/affarsidé. Dessa har vi ocksa spridit ordet till om resterande aktdrer i kommunens stodsystem
som bolagen kan ta hjélp av. Vidare har vi traffat ett tjugotal bolag som kommit i kontakt med oss genom
Halmstad Direkt som vi slussat vidare till den rétt aktor utifran behov

Tillsammans med Nyforetagarcentrum Halland och Almi Foretagspartner Halland har vi genomfort en
entreprendrsskola som hjdlper entreprendrer och bolag, oavsett mognad, att vdxa. Vi har agerat jury at
Ung Foretagsamhet och tagit fram en vinnande afférsplan i arets UF-tavlingar. Tillsammans med fyra
andra kommuner i Halland har vi tagit fram konceptet Business Halland med en utvecklad
verktygsviska” for entreprendrer runtom i Halland.

Framtidens kompetenser och talanger

Under hosten genomfordes Halland Tech Week, dér vi har koordinerat och ansvarat for den sddra noden i
denna halldndska satsning med fokus pa att lyfta och inspirera vart halléndska néringsliv inom teknik och
digitalisering. Vi har arrangerat och modererat fyra vilfyllda program for Halland Tech Meet med totalt
sju olika pass. I vanlig ordning samtalade inspirerande forskare, experter, studenter och entreprendrer
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kring dessa hogst relevanta &mnen. Genom Halland Tech har nédstan 500 individer inspirerats inom
hallbarhet, tech och AL

For studenter har vi genomfort flera spédnnande inspirationsaktiviteter samt aktiviteter dér vi kopplat
studenter med néringslivet bade genom speed-dating och projektarbeten.

Vi medverkade pé arets arbetsmarknadsméssa pd Hogskolan i Halmstad som é&r av och for studenter och
som i ar var digital.

Vi har tillsammans och hogskolans karorgan Karridr genomfort totalt sex stycken karridrluncher dar
entreprendrer delat med sig av sina erfarenheter och tips till totalt 6ver ca 100 personer.

Fokus Hallbarhet

Utifrén arets affdrsplan dér vi satte ny struktur for vér interna maluppf6ljning, och utmanat oss med att pa
sikt fa alla delar att genomsyras fran alla perspektiv av hallbarhet. Flera insatser inom hallbarhet har
gjorts under éret for att stélla om egna verksamheten samt for att inspirera ménniskor och foretag.

Vart forsta kliamatbokslut blev klart under forsta kvartalet. Under aret har vi fortsatt utvecklat teamet och
verksamheten hallbart genom att kontinuerligt workhoppat inom vara olika fundament for att 6ka var
kunskap och utmana vart arbete och de modeller vi anviander. Med fokus pé att med ny kunskap och mod
skapa nya sétt att bidra till héllbar tillvaxt.

Vidare har vi medverkat i hallbarhetsjury nir AT Halland, en innovationstivling inom Halléindsk mat
genomfordes for forsta gangen. Vi utsag arets halléndska vinnare tillsammans med andra aktorer och
foretag inom innovation och mat.

Vi har paborjat ett nytt projekt for att sénka de halldndska bolagens energiforbrukning tillsammans med
kompetens fran Hogskolan i Halmstad och lardomar fran tidigare projekt dar omstéllning och férandring
star i fokus.

Jamstillda foretag ar framgéngsrikare det dr bevisat gang pé gang, 4nda &r bara 16 % i ledande positioner
i ndringslivet i Halmstad kvinnor. Det vill vi fordndra och &r en viktig del for att skapa héllbar tillvéxt.
Dérfor lanserade vi i mars Jamstélldhetsmatchen dar vi tillsammans med néringslivet skall skapa
jamstdllda foretag i Halmstad. Tio bolag har blivit inspirerade, fatt och gett varandra ny kunskap till sitt
jamstdlldhetsarbete. Initiativet och dialogen fortsatter under 2022. Tillsammans kan vi fordndra!

Vidare har vi lanserat en ny del inom Jamstilldhetsmatchen dér vi ska koppla ihop kvinnliga studenter
med framtidens foretag. Vi lanserade ett program dér vi inspirerade nio kvinnliga, studenter/alumner vid
Hogskolan i Halmstad att ta ledande positioner. De fick en kort och praktisk utbildning som forberedelse
infor deltagandet i styrelserummet. Darefter matchades kvinnorna med féretag med praktik i
styrelserummet vid tre tillfdllen. Till det har de dven blivit ihop-matchade med en kvinnlig
styrelseledamot som mentor utan koppling till foretaget dar de har sin praktik.

Bada initiativen inom jamstélldhet har uppmarksammats i media och skapat stort intresse i fragan.
Vi kickade igdng dven igang en omgéang av ’Get to work” - ett koncept dér vi bryggar studenter till
ndringsliv for att 10sa framtida samhéllsutmaningar. Extra spannande att vi inom ramen for ’Get to
Work” lyckats blanda studenter frén olika akademier vilket annars &r ovanligt men som ger en
valbehdvlig dos av verkligheten och 6kad innovationskraft och kreativitet.

Var bredd dr var styrka- det dr pd tviren innovation uppstar!

Vi har medverkat i flera sammanhang som ger nya mojligheter framét kopplat till att stirka
innovationskraften inom kommunen samt att brygga studenter med kommunen. Bade néar det giller att
visa upp kommunen som en attraktiv framtida arbetsplats men &ven for att genom olika projekt bidra till
att 16sa samhéllsutmaningar. Hér &r ndgra delar dér vi varit/ 4r med:
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Hjarterum 2.0 som skall digitalisera en métesplats inom Socialférvaltningen.

Skapat innehall och medverkat pa &rets Guldmorgon.

Varit med och kopplat néringslivet och hjalpt med ansékningar for ytterligare tre YH-utbildningar inom
inkdp samt ML/AL

Péborjat utveckling av nytt koncept dér vi intervjuat tva forvaltningar med fokus att hitta
samhéllsutmaningar att matcha med studenter.

Vi har deltagit i framtagning av kommunens nya webb for foretag och anviander den som en viktig och
tydlig kanal for delar av var kommunikation.

Vi har inom vért uppdrag skapat mojligheter for Innovationslabb (forskning pa hogskolan) och
samarbeten for att utveckla ett vattenlabb for béttre vattenkvalité i Nissan, dar vi gjort det vi alltid gor,
kopplat in mot kommun, hogskola och niringsliv. Det resulterade till en ansdkan med kommunen,
Léansstyrelsen 1 Halland, Samhéllsbyggnad, HighFive och hogskolan.

Ny varumérkesplattform, kommunikationsplattform samt grafisk profil har framtagits med pébdrjad
implementering.

Vart team utdkades med en projektledare och en kommunikator, som tillsammans med oss ska fortsétta
att utveckla héllbara innovationer och idérika entreprendérer.

Vi har under aret fortsatt dialogen med vara dgare, Region Halland, niringslivet och Hogskolan i
Halmstad om hur vi tillsammans fortsétter bygga framtidens innovationsarena.

Kommentar om bolagets resultat

Halmstad Business Incubator AB:s resultat efter finansiella poster uppgar till -5 816 tkr. Bolagets externa
kostnader uppgar till 5 410 tkr vilket dr 161 tkr mer #n foregdende ar. Okningen beror bland annat pa
okade kostnader f6r marknadsforing.

Personalkostnaderna uppgar till 4 706 tkr vilket &r 6kning med 514 tkr mot foregéende ar vilket beror pa
att det ar fler anstéllda i bolaget i ar. De totala intdkterna uppgar till 4 354 tkr vilket dr 663 tkr mer &n
foregdende ar vilket beror pa fler projekt i bolaget som genererar mer intékter.

Forvintningar avseende den framtida utvecklingen

Som offentlig aktor och framtidsarena ser vi pa HighFive det som en sjdlvklarhet att bidra till ett
samhélle dar ménniskor och foretag blomstrar inom planetens grianser. For att lyckas med denna enorma
omstdllning pa savil individ-, foretags- och systemniva krévs mod och stindig utveckling. Detta
tillsammans med en stor efterfragan av bade var spets och bredd gor att vi blickar mot framtiden dér en
uppvixling av var verksamhet med nya lokaler, utdkat erbjudande och ett nytt sammanhang som berikar
varandras organisationer och innehall star i fokus. Tillsammans maste vi 6ka takten mot en mer hallbar
och innovativ vérld!

Uppfyllelse av dgardirektiv

Bolaget bedoms ha uppfyllt 4gardirektiven samt bidraget till att realisera Halmstads kommuns
vision. Bolagets verksamhetsmal speglar dgardirektiven och dessa verksamhetsmal har bolaget
uppfyllt under éret.
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Flerarsoversikt (Tkr) 2021 2020 2019 2018
Nettoomséttning 191 182 258 6 387
Resultat efter finansiella poster -5 816 -5 821 -5258 560
Arets resultat 61 147 15 415
Balansomslutning 9022 8 683 6 837 4 358
Soliditet (%) 24,41 24,70 29,16 45,41
Medeltalet Anstéllda 7 7 4 4

Forandring av eget kapital

Aktie- Reserv- Balanserat Arets
kapital fond resultat resultat
Belopp vid érets ingéng 100 000 20 000 2021 164 -
Arets resultat - - - 61 385
Belopp vid arets utging 100 000 20 000 2 021 164 61 385

Aktiekapitalet bestar av 1000 st A-aktier

Forslag till vinstdisposition
Styrelsen foreslar att till forfogande stdende vinstmedel (kronor):

balanserad vinst 2021 164
arets vinst 61 385
2 082 549

disponeras sa att
i ny rakning 6verfores 2 082 549

Vad betraffar foretagets resultat och stéllning i 6vrigt, hinvisas till efterfoljande resultat- och
balansrékning med tillhérande bokslutskommentarer.

5(15)

Totalt

2141 164
61 385
2202 549
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Resultatrakning
Tkr

Rorelsens intikter
Nettoomséttning
Ovriga rorelseintikter

Rorelsens kostnader

Ovriga externa kostnader

Personalkostnader

Avskrivningar och nedskrivningar av materiella och
immateriella anlaggningstillgangar

Rorelseresultat

Resultat fran finansiella poster
Réntekostnader och liknande resultatposter

Resultat efter finansiella poster

Bokslutsdispositioner
Resultat fore skatt

Skatt pa arets resultat
Arets resultat

Not 2021-01-01
-2021-12-31

2 191
3 4163
4 354

2 -5410
4,5 -4 706
-15

-10 131

-5 777

-39

-39

-5 816

6 5900
84

7 -23
8 61

6 (15)

2020-01-01
-2020-12-31

182
3509
3691

-5 249
-4192

-36
-9 477

-5 786

-35
-35
-5 821

6 000
179

-32
147
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Balansrikning
Tkr

TILLGANGAR
Anléiggningstillgingar

Materiella anliggningstillgangar
Inventarier, verktyg och installationer
Summa anliggningstillgdngar
Omsittningstillgangar

Kortfristiga fordringar
Kundfordringar

Fordringar hos koncernforetag
Aktuella skattefordringar

Ovriga fordringar

Forutbetalda kostnader och upplupna intdkter

Summa omsittningstillgangar

SUMMA TILLGANGAR

Not

10

2021-12-31

1 691
5900
171
104
1156
9022

9022

9022

7(15)

2020-12-31

15
15

15

736
6 000
151
180
1601
8 668

8 668

8 683
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Balansrikning
Tkr

EGET KAPITAL OCH SKULDER

Eget kapital
Bundet eget kapital
Aktiekapital
Reservfond

Fritt eget kapital
Balanserad vinst eller forlust
Arets resultat

Summa eget kapital

Kortfristiga skulder

Leverantorsskulder

Skulder till koncernforetag

Ovriga skulder

Upplupna kostnader och forutbetalda intikter

Summa Kortfristiga skulder

SUMMA EGET KAPITAL OCH SKULDER

Not

11

2021-12-31

100
20
120

2021

61
2082
2202

590
4948
230
1052
6 820

9022

8 (15)

2020-12-31

100
20
120

1874

147
2021
2141

326
5461
170
585
6 542

8 683
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Kassaflodesanalys
Tkr

Den lopande verksamheten

Resultat fore finansiella poster

Justeringar for poster som inte ingar i kassaflodet
Betald skatt

Erlagd rinta

Kassaflode frin den lopande verksamheten fore
forindring av rorelsekapital

Kassaflode fran forindring av rorelsekapitalet
Foréndring av kortfristiga fordringar

Foréndring av kortfristiga skulder

Kassaflode frin den lopande verksamheten

Finansieringsverksamheten
Erhallna koncernbidrag
Kassaflode fran finansieringsverksamheten

Arets kassaflode

Likvida medel vid arets borjan
Likvida medel vid arets slut

Not 2021-01-01
-2021-12-31

-5777
15

-23
-39

-5 824

454

819
-5 459

6 000

6 000

541

-5413
-4 872

9 (15)

2020-01-01
-2020-12-31

-5 786
36

-95
-35

-5 880

-1118

-6 996

5300
5300
-1 696

-3717
-5413
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Noter
Tkr

Not 1 Redovisnings- och virderingsprinciper

Allminna upplysningar
Halmstad Business Incubator AB:s drsredovisning har upprittats enligt arsredovisningslagen och
Bokforingsnimndens allméinna rid BFNAR 2012:1 Ars- och koncernredovisning (K3).

Intiktsredovisning

Forsdljning redovisas vid leverans av produkt/tjdnst till kunden, i enlighet med
forsdljningsvillkoren. Forsiljningen redovisas efter avdrag for moms och rabatter.
Ovriga intiikter som intjénats intiktsredovisas enligt foljande

Hyresintékter: i den period uthyrningen avser

Rénteintdkter: i enlighet med effektiv avkastning.

Inkomstskatter

Redovisade inkomstskatter innefattar skatt som ska betalas eller erhallas avseende aktuellt ar, justeringar
avseende tidigare ars aktuella skatt.

Skatteskulder/-fordringar vérderas till vad som enligt foretagets bedomning ska erldggas till eller erhallas
fran skatteverket. Bedomningen gors enligt de skatteregler och skattesatser som ér beslutade eller som é&r
aviserade och med stor sdkerhet kommer att faststéllas.

Materiella anléiggningstillgiangar

Materiella anléggningstillgangar redovisas till anskaffningsviarde minskat med avskrivningar. Néar en
komponent i en anldggningstillgang byts ut, utrangeras eventuell kvarvarande del av den gamla
komponenten och den nya komponentens anskaffningsvérde aktiveras. Utgifter for forbéttringar av
tillgangars prestanda, utover ursprunglig niva, okar tillgangens redovisade varde. Utgifter for reparation
och underhéll redovisas som kostnader. Realisationsvinst-/forlust vid avyttring av en anléggningstillgang
redovisas som Ovrig rorelseintikt respektive Ovrig rorelsekostnad.

Materiella anldggningstillgangar skrivs av systematiskt Gver tillgangens bedomda nyttjandeperiod. Linjar
avskrivningsmetod anvénds for samtliga typer av materiella tillgdngar.

Foljande avskrivningstider tillimpas:

Inventarier 5 ar

Kundfordringar
Kundfordringar redovisas som omséattningstillgdngar till det belopp som forvintas bli inbetalt efter
avdrag for individuellt bedomda osékra kundfordringar.

Fordringar

Fordringar med forfallodag mer &n 12 manader efter balansdagen redovisas som anlédggningstillgangar,
Ovriga som omséttningstillgangar. Fordringar upptas till det belopp som efter individuell prévning
beréknas bli betalt.

Kassaflodesanalys

Kassaflodesanalysen upprittas enligt indirekt metod. Det redovisade kassaflodet omfattar endast
transaktioner som medfort in- och utbetalningar. Som likvida medel klassar foretaget, forutom
kassamedel, disponibla tillgodohavanden samt skuld pa koncernkonto hos dgaren.
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Likvida medel

11 (15)

Halmstads Business Incubator AB ér anslutet till koncernkonto som innehas av Halmstads kommun.
Bolagets negativa saldo redovisas i rikenskaperna som en kortfristig skuld till Halmstads kommun.

Bokslutsdispositioner
Koncernbidrag redovisas som bokslutsdispositioner.

Nyckeltalsdefinitioner
Soliditet
Eget kapital 1 férhallande till balansomslutningen.

Not 2 Transaktioner med nirstiede

Inkop och forséljning mellan koncernforetag
Inkdp (%)
Forsiljning (%)

Inkop av varor och tjinster fran niarstiende
Halmstad Radhus AB
Halmstads Energi och Miljo AB

Forsiljning av varor och tjinster till nirstiende
Halmstads kommun

Rorelsefordringar/-skulder avseende nérstiende.

Fordringar pa narstaende

Skulder till nidrstiende
Halmstads Energi och Miljo AB
Destination Halmstad AB
Halmstad Radhus AB
Halmstads Kommun

Ovrigt
I separata noter finns upplysningar om
- I6ner mm till styrelse och VD

Not 3 Ovriga rorelseintiikter

Statliga bidrag
Ovriga intikter

2021

251

260

23
23

5900
5900

4945
4 948

2021

931
3232
4163

2020

236

245

6 000
6 000

14
5438
5461

2020

1497
2012
3509
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Not 4 Arvoden och kostnadsersittningar

Revision
Lekmannarevision

Not 5 Anstillda och personalkostnader

Medelantalet anstallda
Kvinnor
Min

Loner och andra ersittningar
Loner och ersattningar till styrelsen och verkstillande direktor
Loner och erséttningar till 6vriga anstillda

Sociala kostnader
Sociala avgifter enligt lag och avtal
Pensionskostnader for styrelsen och verkstillande direktor

Pensionskostnader for 6vriga anstéllda

Totala loner, ersittningar, sociala kostnader och
pensionskostnader

Not 6 Bokslutsdispositioner

Mottagna koncernbidrag

Not 7 Aktuell och uppskjuten skatt

Skatt pa arets resultat
Aktuell skatt

Justering avseende tidigare ar
Totalt redovisad skatt

2021

16
25
41

2021

— QN

945
2202
3147

1003

222
181
1 406

4 553

2021

5900
5900

2021

-23

-23
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2020

21
24
45

2020

— QN

930
1951
2 881

833

216
68
1117

3998

2020

6 000
6 000

2020

47
15
-32



Halmstad Business Incubator AB
Org.nr 556504-3774

Redovisat resultat fore skatt
Skatt enligt gédllande skattesats
Ej avdragsgilla kostnader

Justering avseende skatter for foregdende &r
Redovisad effektiv skatt

Not 8 Forslag till disposition av resultatet
Forslag till vinstdisposition
Styrelsen foreslar att till forfogande stdende vinstmedel:
balanserad vinst

arets vinst

disponeras sa att
i ny rédkning overfores

Not 9 Inventarier
Ingaende anskaffningsvarden
Utgdende ackumulerade anskaffningsvirden
Ingaende avskrivningar
avskrivningar

Utgdende ackumulerade avskrivningar

Utgaende redovisat virde

Not 10 Forutbetalda kostnader och upplupna intikter

Ovriga forutbetalda kostnader

13 (15)
2021 2020
84 179
17 38
-6 9
15
-23 -32
2021 2020
2021 1 874
61 147
2083 2021
2083 2021
2021-12-31 2020-12-31
178 178
178 178
-163 127
-15 36
-178 -163
0 15
2021-12-31 2020-12-31
1155 1601
1155 1601
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Not 11 Upplupna kostnader och forutbetalda intikter

Upplupna 16ner/semsterloner
Loneskatt

Sociala avgifter

ovriga poster

Not 12 Visentliga hiindelser efter riikenskapsarets slut
Inga visentliga hdndelser har skett efter rakenskapsarets slut.

Not 13 Stallda sikerheter och eventualforpliktelser

For egna avsittningar och skulder
For 6vriga engagemang
Eventualforpliktelser

2021-12-31

222
77

71
682
1052

2021-12-31

SO OO

14 (15)

2020-12-31

128
68
40

349

58S

2020-12-31

SO OO
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Styrelsen och verkstéllande direktéren for Halmstad Business Incubator AB avger foljande
arsredovisning for rakenskapséret 2021.

Arsredovisningen #r upprittad i svenska kronor, SEK. Om inte annat sirskilt anges, redovisas alla belopp
i tusentals kronor (Tkr). Uppgifter inom parentes avser féregaende ar.

Forvaltningsberattelse

Forvaltningsberittelse
Halmstad Business Incubator AB dgs till 100 % av Halmstads Rddhus AB. Foretaget har sitt séte i Halmstad.

Allmént om verksamheten
HighFive utvecklar entreprendrer, idéer och affarer till inkluderande innovativa tillvaxtforetag i en
kreativ miljé med anpassad kvalificerad afférsutveckling.

Visentliga hiindelser under rikenskapsiret

Hallbar tillvaxt ar vart langsiktiga mal. Vi slapper loss och stédjer entreprenors- och idékraften som finns
runtomkring i staden, kommunen och regionen. Vi hjélper talanger och entreprendrer né sin fulla
potential, studenter att vdxa in i det lokala néringslivet och regionens foretag att ga val rustade in i
framtiden, i takt med globalisering och samhéllets utveckling. Allt vi gor, gér vi med hallbarhet i tanke
och handling. Du kan kalla oss inkubator, framtidsarena, mdjliggorare, coach eller idéfacilitator. Vi
kallar oss HighFive. Har f6ljer en mix av insatser under 2021 som genomsyras av mod, nyfikenhet och
kunskap dér vi i olika ssmmanhang 4r den hallbara mojliggéraren och tillvéxtskaparen.

Halmstad som Al -nod

I vért AL.m projekt, som vi driver tillsammans med Hogskolan i Halmstad, har vi fortsatt vart arbete med
att fa de hallandska bolagen att paborja eller accelerera sitt arbete med att implementera Al for att bli mer
datadrivna och darigenom konkurrenskraftiga.

Nér mgjligheten kom ansokte vi om forléngning av AL m for att addera vért erbjudande till bolagen
genom att fokusera pa en enklare ”data mining process” dar studenter, med handledning av forskare pa
Hogskolan i Halmstad, pébdrjar ett analysarbete av bolagens datatillgangar. Data mining &r en metod
som anvands for att hitta meningsfulla moénster och viktig information i stora mangder data som
genereras i ett foretags verksamhet. Den nya processen grundar sig i lardomar fran de 20 bolag vi arbetat
samt de ca 50 bolag som vi pratat med om Al, dér en utmaning ar att bolagen inte har tillracklig
forstaelse for som gar att gora med den egna datan.

Ett gladjande besked kom pa sensommaren nér vi tillsammans med Hogskolans satsning pa
informationsdriven vard (Leap for Life) har beviljades medel for projektet ”Datadriven Innovation i
Halland” som vénder sig till sma och medelstora foretag i Vistsverige, med fokus i Halland. For oss
innebér det att vi fortsatt tillsammans med Hogskolan kan bygga vidare pa var Al-hub. Teamet inom
Al.m bestar fortsatt av ca 20 personer, dir merparten &r forskare inom artificiell intelligens och
servicedesign fran hogskolan men dven experter inom dataanalys, affarsutveckling och UX/UL

Som ett resultat av vart framgangsrika arbete med AL.m och var erfarenhet av att arbeta med SME-bolag,
har vi nu blir en uttalad vastsvensk nod for AI Sweden. Det nationella svenska centret for tillampad Al
vars uppdrag &r att paskynda anvindningen av Al till forman for vart samhélle, var konkurrenskraft och
for alla som bor i Sverige. Med detta knyter vi till oss ytterligare kompetens och ett fantastiskt natverk
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for vara hallandska bolag. I och med detta har vi under hosten rekryterat en AI Change Agent som under
de tva kommande aren kommer vara anstilld av Al Sweden men placerad hos oss pa HighFive och med
uppdraget att 6ka takten av Al-utveckling hos SME-bolag i vdstra Sverige.

Entreprenorskap en motor for hallbar tillvixt och utveckling

I vér tillvéxtinkubator har det antagits flera nya framtidsorienterade foretag. Bolag i var process har fatt
medel beviljade samt utokat deras team, vilket skapar forutsattningar for fortsatt héallbar tillvaxt. Vi har
upphandlat och on-boardat 14 nya afférsutvecklare vilket kommer ge véra bolag 6kad bredd av kunskap
och nétverk vilket ar avgorande i deras tillvaxtresa. Vi har utdkat vart erbjudande med tillgang till
juridisk rddgivning samt tillgéng till kunskap och nitverk inom investering

Genom var branschférening SISP (Swedish Incubators & Science Parks) har vi tillsammans med 37
partners, sokt och blivit beviljade av Vinnova att under 2022 n4 ut till startups och scaleups med sé
kallade innovationscheckar. Satsningen omfattar ssmmanlagt 40 miljoner kronor som skall férdelas per
region. En check kan anvéndas av ett foretag till att utvéirdera en tidig innovationsidé med hjélp av
extern expertkompetens.

Under véren och sommaren gick vart EU-projekt InnoQuater av stapeln. Ett samverkansprojekt med
Region Halland, Nordic Surfers och representanter fran 5 andra europeiska lander. Har &r syftet ar att
skapa testbdddar for att nya produkter och tjanster snabbare ska komma ut pa marknaden genom att i ett
tidigt skede interagera med sina kunder och testa sina produkter pé festival. Inom ramen for InnoQuarter
skapade vi under éret en ny testbddd” Halland Tech Test” ett nytt koncept dér vi tillsammans med ett
nétverk for Halmstads IT-bolag utvecklat en pilot i Halmstad, en tech-testbadd for utveckling av bolag
inom it-plattformar. Genom Halland Tech Test hjdlper vi bolag att genom anvéndar-, stress eller
sakerhetstester, testa sina digitala plattformar tillsammans med experter, studenter och anvéndare innan
de lanseras pa marknaden.

Vi har dven startat upp arbetet med Hormonrevolutionen, en innovationsinsats for att undersdka hur vi
kan skapa fler produkter, tjinster och andra innovationsstdd inom omradet Femtech. Hér har vi
sammanfort innovator, entreprenor, forskare och student som redan under de inledande métena gjort
denna satsning framtidsorienterad och hallandsinspirerad. Vi dlskar méten mellan ménniskor,
tillsammans skapar vi 16sningar for framtiden.

Under sommaren genomfdrdes Ung Drive genom ett samarbete mellan HighFive, Kulturférvaltningen,
Taktisk Grupp integration och Ung Drive Academy dér 20 ungdomar frén olika omraden i Halmstad fick
mdjligheten att véixa genom entreprenorskap.

Genom timbanken har vi varit i kontakt med 120 unika entreprendrer som fatt mojligheten att utveckla
sitt foretag/affarsidé. Dessa har vi ocksa spridit ordet till om resterande aktdrer i kommunens stodsystem
som bolagen kan ta hjélp av. Vidare har vi traffat ett tjugotal bolag som kommit i kontakt med oss genom
Halmstad Direkt som vi slussat vidare till den rétt aktor utifran behov

Tillsammans med Nyforetagarcentrum Halland och Almi Foretagspartner Halland har vi genomfort en
entreprendrsskola som hjdlper entreprendrer och bolag, oavsett mognad, att vdxa. Vi har agerat jury at
Ung Foretagsamhet och tagit fram en vinnande afférsplan i arets UF-tavlingar. Tillsammans med fyra
andra kommuner i Halland har vi tagit fram konceptet Business Halland med en utvecklad
verktygsviska” for entreprendrer runtom i Halland.

Framtidens kompetenser och talanger

Under hosten genomfordes Halland Tech Week, dér vi har koordinerat och ansvarat for den sddra noden i
denna halldndska satsning med fokus pa att lyfta och inspirera vart halléndska néringsliv inom teknik och
digitalisering. Vi har arrangerat och modererat fyra vilfyllda program for Halland Tech Meet med totalt
sju olika pass. I vanlig ordning samtalade inspirerande forskare, experter, studenter och entreprendrer
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kring dessa hogst relevanta &mnen. Genom Halland Tech har nédstan 500 individer inspirerats inom
hallbarhet, tech och AL

For studenter har vi genomfort flera spédnnande inspirationsaktiviteter samt aktiviteter dér vi kopplat
studenter med néringslivet bade genom speed-dating och projektarbeten.

Vi medverkade pé arets arbetsmarknadsméssa pd Hogskolan i Halmstad som é&r av och for studenter och
som i ar var digital.

Vi har tillsammans och hogskolans karorgan Karridr genomfort totalt sex stycken karridrluncher dar
entreprendrer delat med sig av sina erfarenheter och tips till totalt 6ver ca 100 personer.

Fokus Hallbarhet

Utifrén arets affdrsplan dér vi satte ny struktur for vér interna maluppf6ljning, och utmanat oss med att pa
sikt fa alla delar att genomsyras fran alla perspektiv av hallbarhet. Flera insatser inom hallbarhet har
gjorts under éret for att stélla om egna verksamheten samt for att inspirera ménniskor och foretag.

Vart forsta kliamatbokslut blev klart under forsta kvartalet. Under aret har vi fortsatt utvecklat teamet och
verksamheten hallbart genom att kontinuerligt workhoppat inom vara olika fundament for att 6ka var
kunskap och utmana vart arbete och de modeller vi anviander. Med fokus pé att med ny kunskap och mod
skapa nya sétt att bidra till héllbar tillvaxt.

Vidare har vi medverkat i hallbarhetsjury nir AT Halland, en innovationstivling inom Halléindsk mat
genomfordes for forsta gangen. Vi utsag arets halléndska vinnare tillsammans med andra aktorer och
foretag inom innovation och mat.

Vi har paborjat ett nytt projekt for att sénka de halldndska bolagens energiforbrukning tillsammans med
kompetens fran Hogskolan i Halmstad och lardomar fran tidigare projekt dar omstéllning och férandring
star i fokus.

Jamstillda foretag ar framgéngsrikare det dr bevisat gang pé gang, 4nda &r bara 16 % i ledande positioner
i ndringslivet i Halmstad kvinnor. Det vill vi fordndra och &r en viktig del for att skapa héllbar tillvéxt.
Dérfor lanserade vi i mars Jamstélldhetsmatchen dar vi tillsammans med néringslivet skall skapa
jamstdllda foretag i Halmstad. Tio bolag har blivit inspirerade, fatt och gett varandra ny kunskap till sitt
jamstdlldhetsarbete. Initiativet och dialogen fortsatter under 2022. Tillsammans kan vi fordndra!

Vidare har vi lanserat en ny del inom Jamstilldhetsmatchen dér vi ska koppla ihop kvinnliga studenter
med framtidens foretag. Vi lanserade ett program dér vi inspirerade nio kvinnliga, studenter/alumner vid
Hogskolan i Halmstad att ta ledande positioner. De fick en kort och praktisk utbildning som forberedelse
infor deltagandet i styrelserummet. Darefter matchades kvinnorna med féretag med praktik i
styrelserummet vid tre tillfdllen. Till det har de dven blivit ihop-matchade med en kvinnlig
styrelseledamot som mentor utan koppling till foretaget dar de har sin praktik.

Bada initiativen inom jamstélldhet har uppmarksammats i media och skapat stort intresse i fragan.
Vi kickade igdng dven igang en omgéang av ’Get to work” - ett koncept dér vi bryggar studenter till
ndringsliv for att 10sa framtida samhéllsutmaningar. Extra spannande att vi inom ramen for ’Get to
Work” lyckats blanda studenter frén olika akademier vilket annars &r ovanligt men som ger en
valbehdvlig dos av verkligheten och 6kad innovationskraft och kreativitet.

Var bredd dr var styrka- det dr pd tviren innovation uppstar!

Vi har medverkat i flera sammanhang som ger nya mojligheter framét kopplat till att stirka
innovationskraften inom kommunen samt att brygga studenter med kommunen. Bade néar det giller att
visa upp kommunen som en attraktiv framtida arbetsplats men &ven for att genom olika projekt bidra till
att 16sa samhéllsutmaningar. Hér &r ndgra delar dér vi varit/ 4r med:
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Hjarterum 2.0 som skall digitalisera en métesplats inom Socialférvaltningen.

Skapat innehall och medverkat pa &rets Guldmorgon.

Varit med och kopplat néringslivet och hjalpt med ansékningar for ytterligare tre YH-utbildningar inom
inkdp samt ML/AL

Péborjat utveckling av nytt koncept dér vi intervjuat tva forvaltningar med fokus att hitta
samhéllsutmaningar att matcha med studenter.

Vi har deltagit i framtagning av kommunens nya webb for foretag och anviander den som en viktig och
tydlig kanal for delar av var kommunikation.

Vi har inom vért uppdrag skapat mojligheter for Innovationslabb (forskning pa hogskolan) och
samarbeten for att utveckla ett vattenlabb for béttre vattenkvalité i Nissan, dar vi gjort det vi alltid gor,
kopplat in mot kommun, hogskola och niringsliv. Det resulterade till en ansdkan med kommunen,
Léansstyrelsen 1 Halland, Samhéllsbyggnad, HighFive och hogskolan.

Ny varumérkesplattform, kommunikationsplattform samt grafisk profil har framtagits med pébdrjad
implementering.

Vart team utdkades med en projektledare och en kommunikator, som tillsammans med oss ska fortsétta
att utveckla héllbara innovationer och idérika entreprendérer.

Vi har under aret fortsatt dialogen med vara dgare, Region Halland, niringslivet och Hogskolan i
Halmstad om hur vi tillsammans fortsétter bygga framtidens innovationsarena.

Kommentar om bolagets resultat

Halmstad Business Incubator AB:s resultat efter finansiella poster uppgar till -5 816 tkr. Bolagets externa
kostnader uppgar till 5 410 tkr vilket dr 161 tkr mer #n foregdende ar. Okningen beror bland annat pa
okade kostnader f6r marknadsforing.

Personalkostnaderna uppgar till 4 706 tkr vilket &r 6kning med 514 tkr mot foregéende ar vilket beror pa
att det ar fler anstéllda i bolaget i ar. De totala intdkterna uppgar till 4 354 tkr vilket dr 663 tkr mer &n
foregdende ar vilket beror pa fler projekt i bolaget som genererar mer intékter.

Forvintningar avseende den framtida utvecklingen

Som offentlig aktor och framtidsarena ser vi pa HighFive det som en sjdlvklarhet att bidra till ett
samhélle dar ménniskor och foretag blomstrar inom planetens grianser. For att lyckas med denna enorma
omstdllning pa savil individ-, foretags- och systemniva krévs mod och stindig utveckling. Detta
tillsammans med en stor efterfragan av bade var spets och bredd gor att vi blickar mot framtiden dér en
uppvixling av var verksamhet med nya lokaler, utdkat erbjudande och ett nytt sammanhang som berikar
varandras organisationer och innehall star i fokus. Tillsammans maste vi 6ka takten mot en mer hallbar
och innovativ vérld!

Uppfyllelse av dgardirektiv

Bolaget bedoms ha uppfyllt 4gardirektiven samt bidraget till att realisera Halmstads kommuns
vision. Bolagets verksamhetsmal speglar dgardirektiven och dessa verksamhetsmal har bolaget
uppfyllt under éret.
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Flerarsoversikt (Tkr) 2021 2020 2019 2018
Nettoomséttning 191 182 258 6 387
Resultat efter finansiella poster -5 816 -5 821 -5258 560
Arets resultat 61 147 15 415
Balansomslutning 9022 8 683 6 837 4 358
Soliditet (%) 24,41 24,70 29,16 45,41
Medeltalet Anstéllda 7 7 4 4

Forandring av eget kapital

Aktie- Reserv- Balanserat Arets
kapital fond resultat resultat
Belopp vid érets ingéng 100 000 20 000 2021 164 -
Arets resultat - - - 61 385
Belopp vid arets utging 100 000 20 000 2 021 164 61 385

Aktiekapitalet bestar av 1000 st A-aktier

Forslag till vinstdisposition
Styrelsen foreslar att till forfogande stdende vinstmedel (kronor):

balanserad vinst 2021 164
arets vinst 61 385
2 082 549

disponeras sa att
i ny rakning 6verfores 2 082 549

Vad betraffar foretagets resultat och stéllning i 6vrigt, hinvisas till efterfoljande resultat- och
balansrékning med tillhérande bokslutskommentarer.

5(15)

Totalt

2141 164
61 385
2202 549
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Resultatrakning
Tkr

Rorelsens intikter
Nettoomséttning
Ovriga rorelseintikter

Rorelsens kostnader

Ovriga externa kostnader

Personalkostnader

Avskrivningar och nedskrivningar av materiella och
immateriella anlaggningstillgangar

Rorelseresultat

Resultat fran finansiella poster
Réntekostnader och liknande resultatposter

Resultat efter finansiella poster

Bokslutsdispositioner
Resultat fore skatt

Skatt pa arets resultat
Arets resultat

Not 2021-01-01
-2021-12-31

2 191
3 4163
4 354

2 -5410
4,5 -4 706
-15

-10 131

-5 777

-39

-39

-5 816

6 5900
84

7 -23
8 61

6 (15)

2020-01-01
-2020-12-31

182
3509
3691

-5 249
-4192

-36
-9 477

-5 786

-35
-35
-5 821

6 000
179

-32
147
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Balansrikning
Tkr

TILLGANGAR
Anléiggningstillgingar

Materiella anliggningstillgangar
Inventarier, verktyg och installationer
Summa anliggningstillgdngar
Omsittningstillgangar

Kortfristiga fordringar
Kundfordringar

Fordringar hos koncernforetag
Aktuella skattefordringar

Ovriga fordringar

Forutbetalda kostnader och upplupna intdkter

Summa omsittningstillgangar

SUMMA TILLGANGAR

Not

10

2021-12-31

1 691
5900
171
104
1156
9022

9022

9022

7(15)

2020-12-31

15
15

15

736
6 000
151
180
1601
8 668

8 668

8 683





Halmstad Business Incubator AB
Org.nr 556504-3774

Balansrikning
Tkr

EGET KAPITAL OCH SKULDER

Eget kapital
Bundet eget kapital
Aktiekapital
Reservfond

Fritt eget kapital
Balanserad vinst eller forlust
Arets resultat

Summa eget kapital

Kortfristiga skulder

Leverantorsskulder

Skulder till koncernforetag

Ovriga skulder

Upplupna kostnader och forutbetalda intikter

Summa Kortfristiga skulder

SUMMA EGET KAPITAL OCH SKULDER

Not

11

2021-12-31

100
20
120

2021

61
2082
2202

590
4948
230
1052
6 820

9022

8 (15)

2020-12-31

100
20
120

1874

147
2021
2141

326
5461
170
585
6 542

8 683
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Kassaflodesanalys
Tkr

Den lopande verksamheten

Resultat fore finansiella poster

Justeringar for poster som inte ingar i kassaflodet
Betald skatt

Erlagd rinta

Kassaflode frin den lopande verksamheten fore
forindring av rorelsekapital

Kassaflode fran forindring av rorelsekapitalet
Foréndring av kortfristiga fordringar

Foréndring av kortfristiga skulder

Kassaflode frin den lopande verksamheten

Finansieringsverksamheten
Erhallna koncernbidrag
Kassaflode fran finansieringsverksamheten

Arets kassaflode

Likvida medel vid arets borjan
Likvida medel vid arets slut

Not 2021-01-01
-2021-12-31

-5777
15

-23
-39

-5 824

454

819
-5 459

6 000

6 000

541

-5413
-4 872

9 (15)

2020-01-01
-2020-12-31

-5 786
36

-95
-35

-5 880

-1118

-6 996

5300
5300
-1 696

-3717
-5413
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Noter
Tkr

Not 1 Redovisnings- och virderingsprinciper

Allminna upplysningar
Halmstad Business Incubator AB:s drsredovisning har upprittats enligt arsredovisningslagen och
Bokforingsnimndens allméinna rid BFNAR 2012:1 Ars- och koncernredovisning (K3).

Intiktsredovisning

Forsdljning redovisas vid leverans av produkt/tjdnst till kunden, i enlighet med
forsdljningsvillkoren. Forsiljningen redovisas efter avdrag for moms och rabatter.
Ovriga intiikter som intjénats intiktsredovisas enligt foljande

Hyresintékter: i den period uthyrningen avser

Rénteintdkter: i enlighet med effektiv avkastning.

Inkomstskatter

Redovisade inkomstskatter innefattar skatt som ska betalas eller erhallas avseende aktuellt ar, justeringar
avseende tidigare ars aktuella skatt.

Skatteskulder/-fordringar vérderas till vad som enligt foretagets bedomning ska erldggas till eller erhallas
fran skatteverket. Bedomningen gors enligt de skatteregler och skattesatser som ér beslutade eller som é&r
aviserade och med stor sdkerhet kommer att faststéllas.

Materiella anléiggningstillgiangar

Materiella anléggningstillgangar redovisas till anskaffningsviarde minskat med avskrivningar. Néar en
komponent i en anldggningstillgang byts ut, utrangeras eventuell kvarvarande del av den gamla
komponenten och den nya komponentens anskaffningsvérde aktiveras. Utgifter for forbéttringar av
tillgangars prestanda, utover ursprunglig niva, okar tillgangens redovisade varde. Utgifter for reparation
och underhéll redovisas som kostnader. Realisationsvinst-/forlust vid avyttring av en anléggningstillgang
redovisas som Ovrig rorelseintikt respektive Ovrig rorelsekostnad.

Materiella anldggningstillgangar skrivs av systematiskt Gver tillgangens bedomda nyttjandeperiod. Linjar
avskrivningsmetod anvénds for samtliga typer av materiella tillgdngar.

Foljande avskrivningstider tillimpas:

Inventarier 5 ar

Kundfordringar
Kundfordringar redovisas som omséattningstillgdngar till det belopp som forvintas bli inbetalt efter
avdrag for individuellt bedomda osékra kundfordringar.

Fordringar

Fordringar med forfallodag mer &n 12 manader efter balansdagen redovisas som anlédggningstillgangar,
Ovriga som omséttningstillgangar. Fordringar upptas till det belopp som efter individuell prévning
beréknas bli betalt.

Kassaflodesanalys

Kassaflodesanalysen upprittas enligt indirekt metod. Det redovisade kassaflodet omfattar endast
transaktioner som medfort in- och utbetalningar. Som likvida medel klassar foretaget, forutom
kassamedel, disponibla tillgodohavanden samt skuld pa koncernkonto hos dgaren.
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Org.nr 556504-3774

Likvida medel

11 (15)

Halmstads Business Incubator AB ér anslutet till koncernkonto som innehas av Halmstads kommun.
Bolagets negativa saldo redovisas i rikenskaperna som en kortfristig skuld till Halmstads kommun.

Bokslutsdispositioner
Koncernbidrag redovisas som bokslutsdispositioner.

Nyckeltalsdefinitioner
Soliditet
Eget kapital 1 férhallande till balansomslutningen.

Not 2 Transaktioner med nirstiede

Inkop och forséljning mellan koncernforetag
Inkdp (%)
Forsiljning (%)

Inkop av varor och tjinster fran niarstiende
Halmstad Radhus AB
Halmstads Energi och Miljo AB

Forsiljning av varor och tjinster till nirstiende
Halmstads kommun

Rorelsefordringar/-skulder avseende nérstiende.

Fordringar pa narstaende

Skulder till nidrstiende
Halmstads Energi och Miljo AB
Destination Halmstad AB
Halmstad Radhus AB
Halmstads Kommun

Ovrigt
I separata noter finns upplysningar om
- I6ner mm till styrelse och VD

Not 3 Ovriga rorelseintiikter

Statliga bidrag
Ovriga intikter

2021

251

260

23
23

5900
5900

4945
4 948

2021

931
3232
4163

2020

236

245

6 000
6 000

14
5438
5461

2020

1497
2012
3509
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Not 4 Arvoden och kostnadsersittningar

Revision
Lekmannarevision

Not 5 Anstillda och personalkostnader

Medelantalet anstallda
Kvinnor
Min

Loner och andra ersittningar
Loner och ersattningar till styrelsen och verkstillande direktor
Loner och erséttningar till 6vriga anstillda

Sociala kostnader
Sociala avgifter enligt lag och avtal
Pensionskostnader for styrelsen och verkstillande direktor

Pensionskostnader for 6vriga anstéllda

Totala loner, ersittningar, sociala kostnader och
pensionskostnader

Not 6 Bokslutsdispositioner

Mottagna koncernbidrag

Not 7 Aktuell och uppskjuten skatt

Skatt pa arets resultat
Aktuell skatt

Justering avseende tidigare ar
Totalt redovisad skatt

2021

16
25
41

2021

— QN

945
2202
3147

1003

222
181
1 406

4 553

2021

5900
5900

2021

-23

-23

12 (15)

2020

21
24
45

2020

— QN

930
1951
2 881

833

216
68
1117

3998

2020

6 000
6 000

2020

47
15
-32
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Redovisat resultat fore skatt
Skatt enligt gédllande skattesats
Ej avdragsgilla kostnader

Justering avseende skatter for foregdende &r
Redovisad effektiv skatt

Not 8 Forslag till disposition av resultatet
Forslag till vinstdisposition
Styrelsen foreslar att till forfogande stdende vinstmedel:
balanserad vinst

arets vinst

disponeras sa att
i ny rédkning overfores

Not 9 Inventarier
Ingaende anskaffningsvarden
Utgdende ackumulerade anskaffningsvirden
Ingaende avskrivningar
avskrivningar

Utgdende ackumulerade avskrivningar

Utgaende redovisat virde

Not 10 Forutbetalda kostnader och upplupna intikter

Ovriga forutbetalda kostnader

13 (15)
2021 2020
84 179
17 38
-6 9
15
-23 -32
2021 2020
2021 1 874
61 147
2083 2021
2083 2021
2021-12-31 2020-12-31
178 178
178 178
-163 127
-15 36
-178 -163
0 15
2021-12-31 2020-12-31
1155 1601
1155 1601
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Not 11 Upplupna kostnader och forutbetalda intikter

Upplupna 16ner/semsterloner
Loneskatt

Sociala avgifter

ovriga poster

Not 12 Visentliga hiindelser efter riikenskapsarets slut
Inga visentliga hdndelser har skett efter rakenskapsarets slut.

Not 13 Stallda sikerheter och eventualforpliktelser

For egna avsittningar och skulder
For 6vriga engagemang
Eventualforpliktelser

2021-12-31

222
77

71
682
1052

2021-12-31

SO OO

14 (15)

2020-12-31

128
68
40

349

58S

2020-12-31

SO OO
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Halmstad 2022- -

Annica Elveroth
Ordforande

Staffan Thuresson
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Var revisionsberittelse har lamnats 2022- -

KPMG AB

Jesper Bengtsson
Auktoriserad revisor

Arber Gashi
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Verkstillande direktor
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[ {
  "agreementId" : "95febe80-92ec-11ec-b199-bfd9bd47c6b2",
  "agreementName" : "Årsredovisning Halmstad Business Incubator AB 2021",
  "agreementVersion" : "1.15",
  "agreementFiles" : [ {
    "fileName" : "Årsredovisning HBI 2021.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "234260",
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  } ],
  "signees" : [ {
    "orgName" : "Halmstad Business Incubator AB",
    "email" : "annica.elveroth@soderbergpartners.se"
  }, {
    "orgName" : "Halmstad Business Incubator AB",
    "email" : "staffan@deltaofsweden.com"
  }, {
    "orgName" : "Halmstad Business Incubator AB",
    "email" : "arber.gashi@halmstad.se"
  }, {
    "orgName" : "Halmstad Business Incubator AB",
    "email" : "sara@wictorfamilyoffice.com"
  }, {
    "orgName" : "Halmstad Business Incubator AB",
    "email" : "niclas.e.simonsson@halmstad.se"
  }, {
    "orgName" : "Halmstad Business Incubator AB",
    "email" : "sandra.johannesson@h5halmstad.se"
  }, {
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    "email" : "jesper.bengtsson@kpmg.se"
  } ],
  "time" : "2022-02-21T09:17:32.000+0100",
  "type" : "company_web",
  "user" : {
    "personName" : "Pernilla Falk",
    "orgName" : "Halmstads kommun",
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  "id" : "b7a21fd0-92ee-11ec-a0eb-2b3684604660"
}, {
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  }, {
    "email" : "sara@wictorfamilyoffice.com"
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    "email" : "niclas.e.simonsson@halmstad.se"
  }, {
    "email" : "sandra.johannesson@h5halmstad.se"
  } ]
}, {
  "id" : "f33e7070-92ee-11ec-a0eb-2b3684604660",
  "time" : "2022-02-21T09:19:12.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
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    "ipAddress" : "192.165.97.8"
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  "partyInfo" : {
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    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyBIYWxtc3RhZCBCdXNpbmVzcyBJbmN1YmF0b3IgQUIgMjAyMSIgCklEOiA5NWZlYmU4MC05MmVjLTExZWMtYjE5OS1iZmQ5YmQ0N2M2YjIKRGF0dW06IDIwMjItMDItMjEKCg==",
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    "signatureMethod" : "bankid",
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    "personGivenName" : "Erik Niclas",
    "startDate" : "2022-02-21T08:19:54.703+0000",
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  },
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  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "pernilla.falk@halmstad.se"
  }, {
    "email" : "annica.elveroth@soderbergpartners.se"
  }, {
    "email" : "staffan@deltaofsweden.com"
  }, {
    "email" : "arber.gashi@halmstad.se"
  }, {
    "email" : "sara@wictorfamilyoffice.com"
  }, {
    "email" : "sandra.johannesson@h5halmstad.se"
  } ]
}, {
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  "time" : "2022-02-21T10:08:05.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.234.37.60"
  },
  "type" : "web",
  "partyInfo" : {
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    "email" : "sara@wictorfamilyoffice.com"
  }
}, {
  "signeeInfo" : {
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  },
  "signingMetadata" : {
    "personNr" : "197812063522",
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    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "cfe35df0-92f5-11ec-a208-b17ecd765a68",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6Cgoiw4Vyc3JlZG92aXNuaW5nIEhCSSAyMDIxLnBkZiIKM2FhYSBiMWI5IDlmMTggMGViOSAwNjBlIDNmNDAgNWRhMCBmZGRhIDQwOWYgZjI0ZiA5MjE1IGQyYzAgZWE0YiA1YmNlIDcyZjkgMWFlNAotLS0tLS0tLS0t",
    "personGivenName" : "Anna Sara Helena",
    "startDate" : "2022-02-21T09:08:19.657+0000",
    "transactionId" : "bb310f2c4ba89e7fe52c042fe40f2679"
  },
  "time" : "2022-02-21T10:08:45.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.234.37.60"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "df296e80-92f5-11ec-a80b-2fb22b475797"
}, {
  "id" : "e2226330-92f5-11ec-a80b-2fb22b475797",
  "time" : "2022-02-21T10:08:50.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "pernilla.falk@halmstad.se"
  }, {
    "email" : "annica.elveroth@soderbergpartners.se"
  }, {
    "email" : "staffan@deltaofsweden.com"
  }, {
    "email" : "arber.gashi@halmstad.se"
  }, {
    "email" : "niclas.e.simonsson@halmstad.se"
  }, {
    "email" : "sandra.johannesson@h5halmstad.se"
  } ]
}, {
  "id" : "2f952280-9312-11ec-a80b-2fb22b475797",
  "time" : "2022-02-21T13:31:25.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "155.4.132.253"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Halmstad Business Incubator AB",
    "email" : "annica.elveroth@soderbergpartners.se"
  }
}, {
  "signeeInfo" : {
    "orgName" : "Halmstad Business Incubator AB",
    "email" : "annica.elveroth@soderbergpartners.se"
  },
  "signingMetadata" : {
    "personNr" : "196701176627",
    "personSurname" : "ELVEROTH",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyBIYWxtc3RhZCBCdXNpbmVzcyBJbmN1YmF0b3IgQUIgMjAyMSIgCklEOiA5NWZlYmU4MC05MmVjLTExZWMtYjE5OS1iZmQ5YmQ0N2M2YjIKRGF0dW06IDIwMjItMDItMjEKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
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    "personGivenName" : "ANNIKA",
    "startDate" : "2022-02-21T12:32:17.042+0000",
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  },
  "time" : "2022-02-21T13:32:41.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "155.4.132.253"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "5c5e96c0-9312-11ec-b199-bfd9bd47c6b2"
}, {
  "id" : "5fa00620-9312-11ec-b199-bfd9bd47c6b2",
  "time" : "2022-02-21T13:32:46.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "pernilla.falk@halmstad.se"
  }, {
    "email" : "staffan@deltaofsweden.com"
  }, {
    "email" : "arber.gashi@halmstad.se"
  }, {
    "email" : "sara@wictorfamilyoffice.com"
  }, {
    "email" : "niclas.e.simonsson@halmstad.se"
  }, {
    "email" : "sandra.johannesson@h5halmstad.se"
  } ]
}, {
  "id" : "cc852710-935e-11ec-a208-b17ecd765a68",
  "time" : "2022-02-21T22:39:50.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "91.133.74.65"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Halmstad Business Incubator AB",
    "email" : "staffan@deltaofsweden.com"
  }
}, {
  "id" : "f1866b50-935e-11ec-a208-b17ecd765a68",
  "time" : "2022-02-21T22:40:52.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "91.133.74.65"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Halmstad Business Incubator AB",
    "email" : "staffan@deltaofsweden.com"
  }
}, {
  "signeeInfo" : {
    "orgName" : "Halmstad Business Incubator AB",
    "email" : "staffan@deltaofsweden.com"
  },
  "signingMetadata" : {
    "personNr" : "196912312714",
    "personSurname" : "THURESSON",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyBIYWxtc3RhZCBCdXNpbmVzcyBJbmN1YmF0b3IgQUIgMjAyMSIgCklEOiA5NWZlYmU4MC05MmVjLTExZWMtYjE5OS1iZmQ5YmQ0N2M2YjIKRGF0dW06IDIwMjItMDItMjEKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "f5275fd0-935e-11ec-b972-d30607226ae3",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6Cgoiw4Vyc3JlZG92aXNuaW5nIEhCSSAyMDIxLnBkZiIKM2FhYSBiMWI5IDlmMTggMGViOSAwNjBlIDNmNDAgNWRhMCBmZGRhIDQwOWYgZjI0ZiA5MjE1IGQyYzAgZWE0YiA1YmNlIDcyZjkgMWFlNAotLS0tLS0tLS0t",
    "personGivenName" : "JAN TORGNY STAFFAN",
    "startDate" : "2022-02-21T21:40:59.364+0000",
    "transactionId" : "c4826d4988340a0aac3bae87e352b11a"
  },
  "time" : "2022-02-21T22:41:46.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "91.133.74.65"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "11543430-935f-11ec-a0eb-2b3684604660"
}, {
  "id" : "143ed100-935f-11ec-a0eb-2b3684604660",
  "time" : "2022-02-21T22:41:51.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "pernilla.falk@halmstad.se"
  }, {
    "email" : "annica.elveroth@soderbergpartners.se"
  }, {
    "email" : "arber.gashi@halmstad.se"
  }, {
    "email" : "sara@wictorfamilyoffice.com"
  }, {
    "email" : "niclas.e.simonsson@halmstad.se"
  }, {
    "email" : "sandra.johannesson@h5halmstad.se"
  } ]
}, {
  "id" : "46c67a20-9480-11ec-a208-b17ecd765a68",
  "time" : "2022-02-23T09:12:00.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "46.162.67.139"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Halmstad Business Incubator AB",
    "email" : "arber.gashi@halmstad.se"
  }
}, {
  "signeeInfo" : {
    "orgName" : "Halmstad Business Incubator AB",
    "email" : "arber.gashi@halmstad.se"
  },
  "signingMetadata" : {
    "personNr" : "199412283732",
    "personSurname" : "GASHI",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyBIYWxtc3RhZCBCdXNpbmVzcyBJbmN1YmF0b3IgQUIgMjAyMSIgCklEOiA5NWZlYmU4MC05MmVjLTExZWMtYjE5OS1iZmQ5YmQ0N2M2YjIKRGF0dW06IDIwMjItMDItMjEKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "5b589720-9480-11ec-a208-b17ecd765a68",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6Cgoiw4Vyc3JlZG92aXNuaW5nIEhCSSAyMDIxLnBkZiIKM2FhYSBiMWI5IDlmMTggMGViOSAwNjBlIDNmNDAgNWRhMCBmZGRhIDQwOWYgZjI0ZiA5MjE1IGQyYzAgZWE0YiA1YmNlIDcyZjkgMWFlNAotLS0tLS0tLS0t",
    "personGivenName" : "ARBER",
    "startDate" : "2022-02-23T08:12:35.456+0000",
    "transactionId" : "bd109646934565ab2255bbed987ec7c5"
  },
  "time" : "2022-02-23T09:12:44.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "46.162.67.139"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "613264a0-9480-11ec-a208-b17ecd765a68"
}, {
  "id" : "645157e0-9480-11ec-a208-b17ecd765a68",
  "time" : "2022-02-23T09:12:50.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "pernilla.falk@halmstad.se"
  }, {
    "email" : "annica.elveroth@soderbergpartners.se"
  }, {
    "email" : "staffan@deltaofsweden.com"
  }, {
    "email" : "sara@wictorfamilyoffice.com"
  }, {
    "email" : "niclas.e.simonsson@halmstad.se"
  }, {
    "email" : "sandra.johannesson@h5halmstad.se"
  } ]
}, {
  "id" : "c6a2d6d0-960b-11ec-a208-b17ecd765a68",
  "time" : "2022-02-25T08:23:06.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "2.248.181.170"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Halmstad Business Incubator AB",
    "email" : "sandra.johannesson@h5halmstad.se"
  }
}, {
  "id" : "ca928790-960b-11ec-a80b-2fb22b475797",
  "time" : "2022-02-25T08:23:12.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "2.248.181.170"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Halmstad Business Incubator AB",
    "email" : "sandra.johannesson@h5halmstad.se"
  }
}, {
  "signeeInfo" : {
    "orgName" : "Halmstad Business Incubator AB",
    "email" : "sandra.johannesson@h5halmstad.se"
  },
  "signingMetadata" : {
    "personNr" : "197805083305",
    "personSurname" : "Johannesson",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyBIYWxtc3RhZCBCdXNpbmVzcyBJbmN1YmF0b3IgQUIgMjAyMSIgCklEOiA5NWZlYmU4MC05MmVjLTExZWMtYjE5OS1iZmQ5YmQ0N2M2YjIKRGF0dW06IDIwMjItMDItMjEKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "d26ae430-960b-11ec-a0eb-2b3684604660",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6Cgoiw4Vyc3JlZG92aXNuaW5nIEhCSSAyMDIxLnBkZiIKM2FhYSBiMWI5IDlmMTggMGViOSAwNjBlIDNmNDAgNWRhMCBmZGRhIDQwOWYgZjI0ZiA5MjE1IGQyYzAgZWE0YiA1YmNlIDcyZjkgMWFlNAotLS0tLS0tLS0t",
    "personGivenName" : "Sandra Kristina",
    "startDate" : "2022-02-25T07:23:26.283+0000",
    "transactionId" : "126579f132247f54ab8970be1ff63421"
  },
  "time" : "2022-02-25T08:24:14.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "2.248.181.170"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "ef350a00-960b-11ec-a80b-2fb22b475797"
}, {
  "id" : "f2da4440-960b-11ec-a80b-2fb22b475797",
  "time" : "2022-02-25T08:24:20.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "pernilla.falk@halmstad.se"
  }, {
    "email" : "annica.elveroth@soderbergpartners.se"
  }, {
    "email" : "staffan@deltaofsweden.com"
  }, {
    "email" : "arber.gashi@halmstad.se"
  }, {
    "email" : "sara@wictorfamilyoffice.com"
  }, {
    "email" : "niclas.e.simonsson@halmstad.se"
  } ]
}, {
  "id" : "f2db0790-960b-11ec-a80b-2fb22b475797",
  "time" : "2022-02-25T08:24:20.000+0100",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "jesper.bengtsson@kpmg.se"
  } ]
}, {
  "id" : "aeae5620-9625-11ec-b199-bfd9bd47c6b2",
  "time" : "2022-02-25T11:28:33.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "195.84.56.2"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Halmstad Business Incubator AB",
    "email" : "jesper.bengtsson@kpmg.se"
  }
}, {
  "id" : "b1675ba0-9625-11ec-b972-d30607226ae3",
  "time" : "2022-02-25T11:28:37.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "34.193.191.165"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Halmstad Business Incubator AB",
    "email" : "jesper.bengtsson@kpmg.se"
  }
}, {
  "id" : "d0970fc0-9625-11ec-b199-bfd9bd47c6b2",
  "time" : "2022-02-25T11:29:29.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "195.84.56.2"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Halmstad Business Incubator AB",
    "email" : "jesper.bengtsson@kpmg.se"
  }
}, {
  "id" : "d6a90440-9625-11ec-a80b-2fb22b475797",
  "time" : "2022-02-25T11:29:40.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "23.105.136.35"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Halmstad Business Incubator AB",
    "email" : "jesper.bengtsson@kpmg.se"
  }
}, {
  "signeeInfo" : {
    "orgName" : "Halmstad Business Incubator AB",
    "email" : "jesper.bengtsson@kpmg.se"
  },
  "signingMetadata" : {
    "personNr" : "198603014633",
    "personSurname" : "BENGTSSON",
    "tbs" : "SSBzaWduOiAiw4Vyc3JlZG92aXNuaW5nIEhhbG1zdGFkIEJ1c2luZXNzIEluY3ViYXRvciBBQiAyMDIxIiAKSUQ6IDk1ZmViZTgwLTkyZWMtMTFlYy1iMTk5LWJmZDliZDQ3YzZiMgpEYXRlOiAyMS8wMi8yMDIyCgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "db1fbf50-9625-11ec-a208-b17ecd765a68",
    "tbsHidden" : "LS0tLS0tLS0tLQpDb250ZW50OgoKIsOFcnNyZWRvdmlzbmluZyBIQkkgMjAyMS5wZGYiCjNhYWEgYjFiOSA5ZjE4IDBlYjkgMDYwZSAzZjQwIDVkYTAgZmRkYSA0MDlmIGYyNGYgOTIxNSBkMmMwIGVhNGIgNWJjZSA3MmY5IDFhZTQKLS0tLS0tLS0tLQ==",
    "personGivenName" : "JESPER",
    "startDate" : "2022-02-25T10:29:47.810+0000",
    "transactionId" : "14b1e877800f785e79bc46c7a417303b"
  },
  "time" : "2022-02-25T11:30:01.000+0100",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "195.84.56.2"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "e39d83b0-9625-11ec-b199-bfd9bd47c6b2"
} ]
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term Description

Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

Agreement Creator User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.

CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

metadata such as audit log, documentation,
verification, Etc.

Contracting Party User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing
JSON JavaScript Object Notation

NTP Network Time Protocol

OCSP Online Certificate Status Protocol
PKCS Public Key Cryptography Standards



https://www.egreement.com



Term Description

PKI Public Key Infrastructure
PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.
* Agreement ID automatically generated by Egreement’s system.
* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken





place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.
This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

» Agreement File hash algorithm: SHA-256
» Agreement File hash encoding: Hex string
 Reference documents:

o Overview

o Container Format

o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

Create agreement - Start
Add agreement files - Upload attachments
Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

S

Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.





Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.





Document name

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

https://www.ietf.org/rfc/rfc2630



https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.
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Agreement File 1
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Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments





How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:





* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

personNr 19550505-1234 (Sweden), The user’s personal identity
220750-999Y (Finland) number.
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Parameter name Parameter value example(s)  Description

personName John Smith The first and last name of the
user.

personGivenName John The first name of the user.

personSurname Smith The last name of the user.

orghr 551234-1234 The organization number of the

organization on behalf of which
the user is operating.

orghame Acme AB The organization name of the
organization on behalf of which
the user is operating.

AgreementFileInfo

The AgreementFilelnfo structure holds information about an agreement file, e.g. a PDF uploaded by the
user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name Parameter value example(s)  Description
fileld 6572354654, 75928ba0-2369- The system generated ID of the
11e8-b467-0ed5f89f718b agreement file (can either be a

numeric long value or Time
based UUID).

fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.

fileMimetype application/pdf The agreement file mime type.

fileSize 42253 The size, in bytes, of the

agreement file.

fileHash 3d7c514b...66b786a4 The hash of the agreement file,
encoded as a hex string.

How to Validate

See Validation how to validate the entire audit log.

Agreement Created

This event is logged when the agreement is created. This is always the first log entry for each
agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created
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* Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

o 12: Agreement created using the APIL

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.15

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserInfo

Type How to validate UserInfo

10
11
12

Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

orgNr and orgName must not be set
personNr, orgNr and orgName must be set

orgNr and orgName must be set
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Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.15
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

* EventClass: agreement_viewed
* Eventld:
o 20: When a user views an agreement using the web application.
> 21: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.





Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed

This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:

> 30: When a user signs the agreement, not being the last signee.

> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name

signeelnfo

signMetadata

Table 8. SignMetadata
Parameter name

signatureMethod

signature

ocspResponse

tbs

Parameter value example
See UserInfo

See SignMetadata

Parameter value example

bankid

PD94bWwgdm...duYXR1cmU+

MIIEXg0BAK...jks3yrAUVE

SSBzaWduOiAiQ29udHJhY3QilA
pJRDogNjdkNZ2...

Description
Information about the signee.

Signing metadata produced in
the signing process.

Description

The ID of the signing method
used.

The signature, base64 encoded.
The underlying format depends
on the signature method used.

The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.

The text being signed by the
signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.





Parameter name Parameter value example Description

tbsHidden LSOtLSO0tLS0tLQpDb250ZW500g Hidden additional text also
oKImJsdWUucG... being signed, base64 encoded.
This parameter is only included
for some signing methods.

How to Validate

Check that time of entry is after Agreement Created.

EventType Validation

Table 9. EventType effect on validation

Type How to act
30 Verify as described below.
31 Verify as describe below, and once done, check

that there are no more Agreement Signed entries
in the audit log.

TBS Validation

In case of an advanced signature method, the TBS (including the hidden TBS where applicable) will be
stored as a part of SignMetadata.

For non-advanced signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the
corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.

Output type How to validate

Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

TBS or hash of TBS If TBS validation applies, check that TBS or hash

of TBS matches the TBS from SignMetadata.





Output type How to validate

Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

Agreement Rejected
This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

» EventClass: agreement_rejected
* Eventld:
o 40: Agreement rejected by user.
o 47: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
e Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information
Parameter name Parameter value example Description

agreementPreviousExpire0n 2016-03-21T10:03:28.010+0000  Time when agreement was
scheduled to expire as yyyy-Mm-
dd’T'HH:mm:ss.SSSZ.

agreementExpireOn 2016-03-31T10:03:28.010+0000  Time when agreement is
scheduled to expire as yyyy-Mm-
dd'T'HH:mm:ss.SSSZ.

How to Validate

Check that time of entry is after Agreement Created.
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Message Sent
A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent
* Eventld:
> 50: Message sent due to event IDs: 10-12
> 51: Message sent due to event ID: 30.
o 52: Message sent due to event ID: 31.
> 53: Message sent due to event ID: 40.
o 54: Message sent due to event ID: 41.
o 55: Message sent when agreement is shared.
o 56: Message sent when agreement sharing is cancelled.
o 57: Message sent when agreement validity is about to expire.
o 58: Message sent as a reminder of agreement creation.

> 60: Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information
Parameter name Parameter value example Description

sentTo List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.

Format

The audit log is included in the container as a JSON-formatted file.

Audit log example
[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.15",

"agreementlLocale": "sv_SE",
"agreementFiles" : [ {
"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f2533a2a8bf73d052¢c004e27bf64671a0",
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"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"

oA
"fileSize" : "180269",
"fileld" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec4b”,
"fileMimetype" : "image/png",
"fileName" : "fig1.png"

P

"signees" : [ {
"personNr" : "191111112222",

"personName" : "Alice A"

o
"personNr" : "193333334444",
"personName" : "Bob B"

Il

"id" : 778333,

“time" : "2016-04-26T16:39:30.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

i

"event(Class" : "agreement_created",

"eventId" : 10

oA
"id" : 778334,

"time" : "2016-04-26T716:39:31.000+0000",
"eventId" : 50,

"event(Class" : "message_sent",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

}

oA

"signingMethod" : "bankid",

"signeeInfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {

12





"ocspResponse” : "MII...z5Q==",
"startDate" : "2016-04-26T16:39:32.000+0000",
"signatureMethod" : "bankid",

"signature"” : "PD9...cmU+"

H

"id" : 778335,

"time" : "2016-04-26T716:39:43.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

¥

"event(Class" : "agreement_signed",

"eventId" : 30

F ]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

SEID-Prosjektet Leveranse oppgave 3 - SEID-SDO - Dataobjekt for

langtidslagring og utveksling av elektroniske
signaturer, v1.01

Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for
more details.

* Agreement ID

* Agreement name

» Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the
user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID

» Agreement file name

* Agreement file mime type
* Agreement file size

* Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

 Signee person number ID
* Signee name

» Signee sign date
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Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

* Date of Change : 2017-02-28
* Logs

- Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

- Layout is also changed to display the additional information vertically.
o Agreement File section of Verification page to include last modified date & time.

o ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

» Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title

Agreement Version : 1.3

* Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

* Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced
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Agreement Version : 1.5

» Date of Change : 2018-05-31
* Logs

o Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

> More information about signature added on attest page

Agreement Version : 1.7

* Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

* Date of Change : 2019-02-01
* Logs

> Message Sent for viewed event added in auditlog.json

Agreement Version : 1.9

» Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

* Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.
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Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

» Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json

Agreement Version : 1.13

* Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Agreement Version : 1.14

* Date of Change : 2021-08-03
* Logs

- TBS explanation is extended

Agreement Version : 1.15

* Date of Change : 2021-11-07
* Logs
o Norwegian BankID signing documentation is updated

> Norwegian BankID signing by the means of authentication is introduced

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.





Document name

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Cryptographic Message Syntax
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Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, from how to make all
agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates either that a person adopts the contents
of an electronic message, or more broadly that the person who claims to have written a message is the
one who wrote it. Examples of electronic signatures are:

* Draw Signature - A handwritten signature drawn on a digital canvas.

» API Signature - A signature created by consuming the web service exposed by Egreement AB.

SMS Signature - A signature created by responding to an SMS with context specific content.

* Email Signature with OneTimePassword - A signature created by One Time Password(OTP) based
email service.





* Click Signature - A signature created by personalized link.

» Cryptographic Signature - A signature created using a cryptographic key.
Some types of signatures are classified as advanced electronic signatures. Such an electronic signature:

* is uniquely tied to the signatory,

* makes it possible to identify the signatory,

* is created using material only controlled by the signatory and

* is tied to the signed data in such way that any changes can be detected.

Electronic signatures based on PKI, such as the Swedish BankID and Norwegian BankID, provide
advanced electronic signatures.

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
* RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric
encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).





Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

 Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
* Signature text (TBS)

* Hash algorithms used

« Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing
To sign an agreement a number of actions need to be executed:

* Create text representation of agreement

* Create digital signature





Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non-advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:

* Visible TBS
* Hidden TBS - Swedish BankID only

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different
between signing clients and also have different localizations it will be saved together with the digital
signature. In cases where hidden TBS is not supported, the visible TBS will contain information that
otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,
the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated
as if the ordered agreement files were a single file.

Example

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS. This is currently only supported for Swedish BankID.

Example





Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8c@7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1112 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 9012

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non-advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature and authentication)
* Finnish strong identification

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.

Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.

It is a PKI based solution with support for file based tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.





Signature format

The BanKkID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

* personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed, base64 encoded.

* tbsHidden - Hidden data being signed, base64 encoded.

How to validate
Validate the signature according to BankID Signature profile.

Output from validation to provide to Signee Validation in Container Format is:

» User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

» Hashed TBS.
* TBS Hash algorithm.

Norwegian BankID - advanced electronic signature

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,
supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the TBS.





Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

 personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be signature.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

* Hashed TBS
* Hash algorithm

Norwegian BankID - authentication

Authentication based signing is also provided by the means of Norwegian BankID.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.





personDateOfBirth - Date of birth for the person.

startDate - Date when signing was started.

signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

signatureAction - Will be authentication.

transactionld - Transaction ID from backend system.

How to validate

As an authentication alone does not digitally sign the agreement content, the person details such as
given name, surname and date of birth must be compared with the requested signee.

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /

HeTu - henkilotunnus

urn:oid:2.16.840.1.113730.3.1.241 Full name
urn:oid:2.5.4.4 Surname
urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.

Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - Finnish personal identity code.
* personSurname - Surname

* personGivenName - Given name

startDate - Date when signing was started.

signatureMethod - Will be eid-fi.

transactionld - Transaction ID from backend system.





* signature - Signed JWT (from Telia).
* publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as an SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.

 signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.

API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie





the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

¢ personNr - In the form of a swedish personal number.

e personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.

* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.

* signatureMethod - Will be sms-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
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(agreementName, mobile, timestamp).

* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + mobile + timestamp)
* random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

» Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.

* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.

* signatureMethod - Will be email-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).

* HASHLG : Use SHA-256 algorithm to generate hash of the given input.

* hash (array): HASHLG( agreementName + email + timestamp)
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* random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

» Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
to keep the link secret.

Reference documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.
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Document name

Validation

BankidValidation

Telia Tunnistus

Cryptographic Message Syntax

Description

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

https://www.ietf.org/rfc/rfc2630

13



https://www.ietf.org/rfc/rfc2630



		Signing

		Table of Contents

		Purpose

		Overview

		System

		Hardware

		Software



		Electronic Signatures

		Cryptography

		Cryptographic Hash Functions

		Asymmetric Encryption

		Digital Signatures



		Signing

		Create text representation

		Visible TBS

		Example



		Hidden TBS

		Example





		Create Digital Signature



		Signature Methods

		Swedish BankID

		Signature format

		Audit log

		How to validate



		Norwegian BankID - advanced electronic signature

		Signature format

		Audit log

		How to validate



		Norwegian BankID - authentication

		Audit log

		How to validate



		Finnish strong identification

		Identity format

		Audit log

		How to validate



		Draw Signature

		Signature format

		Audit log

		How to validate



		API Signature

		Audit log

		How to validate



		SMS Signature

		Audit log

		How to validate



		Email Signature with OneTimePassword

		Audit log

		How to validate



		Click Signature

		Audit log

		How to validate





		Reference documentation




Validation

Egreement AB

Version 3.0.121, 2021-12-17





Table of Contents

PULPOS . . o e
L0 A=) o7 o)
Container Valldation ... ....ouuuut ettt e e
Agreement CONEEIT . ... ...ttt e e et et e e e e ettt et
R TaCIN g S N atUTE S DS, ot ettt ettt e ettt e e et e e et e e e e

Audit Log Validation PrOCESS . . ..ottt ettt ettt e et e et it

23 ) =) 4 (o <1





Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each





entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or
if there are errors in the tools or in the documentation?

References

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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